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1
Decision/action requested

The contribution proposes to include a key issue on eNPN.
2
References

[1]
3GPP TR 23.700-07: “Study on enhanced support of non-public networks”
[2]
3GPP TR 33.857:” Study on enhanced security support for Non-Public Networks”
3
Rationale
In the SA2 study [1] proposals for an architecture of an onboarding network has been studied. To get a common basis for the understanding of the terminology and assumption for the onboarding scenario the major commonalities in the study [1] has been copied to this change request. The pCR proposes to use these as a first draft assumptions for the study.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [2].
**** START OF CHANGES ****
3
Definitions of terms and abbreviations

3.1
Terms

For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

Default UE credentials: Information that the UE have before the actual onboarding procedure to make it uniquely identifiable and verifiably secure.

Default Credential Server (DCS): The server that can authenticate a UE with default UE credentials or provide means to another entity to do it.

NPN: Non-Public Network as defined in TS 23.501 [4]. The terminology NPN refers to both SNPN and PNI-NPN in this TR unless otherwise stated.

NPN credentials: Information that the UE uses for authentication to access a NPN. NPN credentials may be 3GPP credentials or non-3GPP credentials.
Onboarding Network (ON): The network providing initial registration and/or access to the UE for UE Onboarding.

Provisioning Server: The server that provisions the authenticated/authorized UE with the subscription data and optionally other configuration information.

Subscription Owner (SO): The entity that stores and as result of the UE Onboarding procedures provide the subscription data and optionally other configuration information via the PS to the UE.

UE Onboarding: Provisioning of information, to a UE and within the network, required for the UE to get authorized access and connectivity to an NPN.

Unique UE identifier: Identifying the UE in the network and the DCS and is assigned and configured by the DCS.

NOTE 1:
The unique UE identifier is assumed to be unique within the DCS. It takes the form of a Network Access Identifier (NAI) using the NAI RFC 7542.

NOTE 2:
the definition of terms has the scope to provide a common language compared to the definitions in specific solutions. It is up to solutions to use the common terms, when applicable.

Device Manufacturer (DM): The entity which manufactured the device.
Device Owner (DO): The entity which owns and operates the device during the onboarding process. This could be the device manufacturer.

O-SNPN: A standalone onboarding network.

SO-SNPN: The subscription owners’ standalone network to which the onboarding process provides privileges to.

Default Credential Owner: The entity which owns the default credentials and provides the DCS service.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

<ABBREVIATION>
<Expansion>
DCS
Default Credential Server

IMC
IMS Credentials

ON
Onboarding Network

PS
Provisioning Server
SO
Subscription Owner

DO
Device Owner

4
Architectural and Security aspects of the eNPN features in the 5G System

Editor’s Note: This clause contains architectures agreed by SA2 and security assumptions relevant for the study.

4.1
Architectural Assumption
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The UE is provisioned with some default UE credentials and a unique UE identifier. Both forms the default UE credentials. 

NOTE 1:
The unique UE identifier is assumed to be unique within the DCS. It takes the form of a Network Access Identifier (NAI) which is composed of the user part and the realm part which may identify the domain name of the DCS.
-
The UE is not provisioned with subscription credentials that grant access to a SO-PLMN or to a SO-SNPN.

-
As part of the onboarding process the UE shall get access to an O-SNPN based on e.g. default UE credentials.

-
The Onboarding SNPN (O-SNPN) that is used by the UE in the onboarding process is not necessarily the same as the SO-SNPN (Subscription Owner SNPN) for which subscription credentials will be provisioned in the UE.

-
The O-SNPN operator has access to a Default Credential Server (DCS), which is used to verify that UE is subject to onboarding based on UE identifier and the associated default UE credentials. The DCS is used for 5GS-level UE authentication/authorization and security context creation during registration to O-SNPN for onboarding purpose. The owner of the DCS is out of scope of this document and can be inside or outside of the O-SNPN e.g. DCS can be owned by the device manufacturer, by a PLMN, by a SNPN other than the O-SNPN or by a 3rd party.

Editor's note:
As the unique UE identifier is only unique within the DCS, how the O-SNPN can find a DCS given a unique UE identifier is FFS.
-
The O-SNPN operator provides the UE with connectivity to a Provisioning Server that allows UEs to retrieve their subscription credentials and other personalized configuration. 

NOTE 3:
In some deployments the DCS and the Provisioning Server can be the same entity. 
-
The NPN credentials is provisioned to the UDM/UDR from the Provisioning Server.  The corresponding UE's subscription credentials is provided to the Provisioning Server with the corresponding UE's configuration data to be provisioned using the UE onboarding procedure, where default UE credentials are used to identify the corresponding data to be provisioned to the UE.

-
The DO and SO might not be the same entity.

-
The DCO might not trust the O-SNPN.

-
The PS can serve multiple O-SNPN and SO-SNPN.

**** END OF CHANGES ****
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